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Threat modeling

©) What are we building?

) What could go wrong?

) What are you doing about it?
) How did you do?

Star Wars TM and (C) Lucasfilm, Ltd.

What are we building?

©) A good way to start thinking about the security of a
system is to start by describing how it works.

£) One way to describe a system is to draw a
diagram...
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Data-flow Diagrams (DFDs)

External Entities

Web Clients

Acme

Front End(s) i DB Admin Log .
analysis
SQL Clients.
Data Management Logs ]\

Processes

Database

Data Stores

Trust boundaries

) Grouping parts of the system that have mutual trust

) Should encapsulate system “principals”:
® Hosts, UIDs, network segments, ...
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More DFD examples
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Components implementing the firewall in Windows. Source: Project Zero
https://googleprojectzero.blogspot.com/2021/08/understanding-network-access-windows-app.html
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Example: GitHub CI

Example: LMS (Canvas, etc))
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DFD quidelines

) Can you describe how the system works with the
diagram?

) Are there any data sinks?

0 If it's getting too complicated, consider making a
sub-diagram

©) In what context does process P execute?

) How is access to data store D mediated?
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